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() OROIE{(MITRE)OIA BfHSH ‘32 34 ZyUYI L ZZ THE (Supply Chain Attack
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Program Office
(Administrative Control over Supply Chain)

t

Prime Contractor
(Acquisition/Sustainment)

[BZE01Y % BHEE #E ) B [ Work Flow 27

1. Target
Hardware, Firmware, Software,

1. Logistics ;: Physical Flow
Sub Contractor P : i
- Processing and Packaging

System Data/Information f - Distribution Process

Hardware/Software Integration
2. ICT : Information and Data Flow

2. Attack Type g (3" Party Bundling)
1) Malicious Insertion ) - |DE Networked Linkages
: Substitution, Alteration, Malware [ 1 - Connectivity(Cloud, 1oT)
2) System Data/Information Primary Production(HW) Primary Production(SW) - Distribution Operation
: Requirements, Design, Manuals,
Architectures, Roadmaps Integrators Testing

Assembly Suppliers Implementation

Subassembly Suppliers Design

Orig Equip Manufacturer Requirements Analysis

A 58 34 AR 24 St ldete| YME(T Daily, 2021.10.21.)
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